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Destructive Testing:

10 practical ways to expose 

hidden application risks
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Developer vs QA

E2E

Integration Tests

Unit Tests
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E2E test (without UI)

External resources are alive

Important
No usage of mocking

API 
Gateway

Webshop 
Service

Database

Payment 
Service

Database Paypal

Shiping 
Service

Database

Queue

Example
www.sandbox.paypal.com 
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The client

Easy test implementation

Why
• One client for all tests

How
• Python class
• Requests
• Optional: data as dataclass
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Happy Path Test

The ideal user journey

Why
• Functional correctness

How
• Valid requests → expected responses

Risk
• Invalid behaviour
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Happy Path Test

Example

AAA Pattern
• Arrange
• Act
• Assert

How
• Pytest
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Negativ Path Test

Leaving the happy path

Why
• Error handling
• Reliability under failure

How
• Invalid request → expect controlled 

error

Risk
• Crash
• Undefined behaviour 



P
yC

on
D

E 
20

26
 –

P
as

ca
l P

uc
ht

le
r

Negativ Path Test

Example
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Authorisation Test

You shall not pass

Why
• Ensure proper access control
• Security

How
• Access resources with wrong roles
• Coss-user data access attempts

Risk
• Unauthorized access to resources
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Authorisation Test

Example

Test different resources
with different rights

How
• fixtures
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Load Test

Find the limits

Why
• Evaluate performance under load

How
• Parallel requests

Risk
• Negative behaviour under load
• System becomes unresponsive



P
yC

on
D

E 
20

26
 –

P
as

ca
l P

uc
ht

le
r

Load Test

Example

How
• Locust
• Pytest with async
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Negative load test

Chaos

Why
• Functional suitability with invalid inputs
• Security

How
• Random data
• Code and prompt injections
• Long data

Risk
• Not every negative path is tested
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Negative load test

Example

Combine
• Negative path tests
• Load test
• Random data

How
• Faker
• Hypothesis
• random.choice()
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Concurrency test

When order breaks down

Why
• Functional suitability
• Operational stability

How
• Parallel requests to one resource 

Risk
• Race conditions
• Data inconsistencies
• Invalid locking behaviour
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Concurrency test

Example

How
• asyncio
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60h test

The day after tomorrow

Why
• Operational stability
• Large Database 

How
• Constant requests

Risk
• Resource leaks
• Performance drops
• Log flooding
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Backup and recovery test

No backup, no sympathy

Why
• Recoverability

How
• Create backup
• Restore backup

Risk
• Data loss
• Data corruption
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Backup and recovery test

Example
API 

Gateway

Webshop 
Service

Database

Payment 
Service

Database Paypal

Shiping 
Service

Database

Queue
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Dependency failure test

Welcome at microservices

Why
• Resilience against dependencies

How
• Kill or shutdown service
• Shutdown VM or Pod
• Create firewall rules

Risk
• Cascading failures across services
• Timeouts and service unavailability
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Resource exhaustion test

Every disk is somewhen full

Why
• System behaviour under resource limits

How
• Fill disk on the services

Risk
• Service crashes
• Message loss on queues
• Data loss and corruption
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Software product quality

Cover of the most important quality aspects

• Functional suitability

• Reliability

• Performance efficiency

• Security

• Compatibility 

• Maintainability / Operability 
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Pascal Puchtler

▪ Freelancer since 2023

▪ First programming experience 20 years ago

▪ Focused on testing with python

▪ 3 publications

▪ software architecture, databases, clean code, AI, Scrum, ..

▪ Python, JS/TS, C#, C++, …

https://puchtler.software

pascal@puchtler.software


	Standardabschnitt
	Folie 1: Destructive Testing: 10 practical ways to expose hidden application risks
	Folie 2: Developer vs QA 
	Folie 3: E2E test (without UI) External resources are alive
	Folie 4: The client Easy test implementation
	Folie 5: Happy Path Test The ideal user journey
	Folie 6: Happy Path Test Example
	Folie 7: Negativ Path Test Leaving the happy path
	Folie 8: Negativ Path Test Example
	Folie 9: Authorisation Test You shall not pass
	Folie 10: Authorisation Test Example
	Folie 11: Load Test Find the limits
	Folie 12: Load Test Example
	Folie 13: Negative load test Chaos
	Folie 14: Negative load test Example
	Folie 15: Concurrency test When order breaks down
	Folie 16: Concurrency test Example
	Folie 17: 60h test The day after tomorrow
	Folie 18: Backup and recovery test No backup, no sympathy
	Folie 19: Backup and recovery test Example
	Folie 20: Dependency failure test Welcome at microservices
	Folie 21: Resource exhaustion test Every disk is somewhen full
	Folie 22: Software product quality 
	Folie 23: Pascal Puchtler


